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ABSTRACT
This study aims to obtain attack evidence and reconstruct commonly used
address resolution protocol attacks as a first step to launch a moderately
malicious attack. MiTM and DoS are the initiations of ARP spoofing attacks
that are used as a follow-up attack from ARP spoofing. The impact is quite

Keywords: severe, ranging from data theft and denial of service to crippling network
Arp infrastructure systems. In this study, data collection was conducted by
Spoofing launching an test attack against a real network infrastructure involving 27
TAARA . . . .

Tzsp computers, one router, and four switches. This study uses a Mikrotik router
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by building a firewall to generate log files and uses the Tazmen Sniffer
Protocol, which is sent to a syslog-ng computer in a different virtual domain
in alocal area network. The Trigger, Acquire, Analysis, Report, Action method
is used in network forensic investigations by utilising Wireshark and network
miners to analyze network traffic during attacks. The results of this network
forensics obtain evidence that there have been eight attacks with detailed
information on when there was an attack on the media access control address

Acquire, Analysis, Report,
Action Method," Register: Jurnal
Ilmiah Teknologi Sistem Informasi,
vol. 8, no. 2, pp. 156-169, 2022.

and internet protocol address, both from the attacker and the victim. However,
attacks carried out with the KickThemOut tool can provide further
information about the attacker’s details through a number of settings, in

particular using the Gratuitous ARP and ICMP protocols.
Register with CC BY NC SA license. Copyright © 2022, the author(s)

1. Introduction

The integration of the use of the internet network into people's daily life is increasing. Some activities
cannot be separated from the internet network, and it even becomes a basic need among a certain
community. Today internet networks can support various daily needs. By utilising devices connected
via the internet, the user will not need to spend extra energy and time to obtain information. All
information in the world can be obtained in seconds or even faster [1]. All areas, such as education,
industry, social, or banking, cannot be separated from the use of an internet network.

The Indonesian Internet Service Providers Association (APJII) is the organisation that annually
reports the Internet Penetration Rate, reporting that every year the number of internet users always
increases. The survey conducted by the Indonesian Internet Service Providers Association on the
Penetration Rate of internet users in Indonesia shows an increase in the past five years. In 2020, there
were a total of 73.7% or 196.71 million internet users out of Indonesia’s 266.91 million population. Of
course, the increase in the number of internet users is caused by the increasing number of users in
various domains, such as in government, education, industry, and the private sectors [2].

However, with the increasing number of users of internet network-related technology,
cybercrime is inevitable, which can cause harm in terms of material, trust, and others. Cybercrime is a
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violation involving a computer that can pose a threat or impact the privacy and security of computer
systems [3].

Network-related cybercrimes, including service deprivation, man-in-the-middle attacks, and
spoofing, are severely dangerous to disrupt networks, bring down systems, and steal data [4], [5]. The
research results in [6] reported that requests-related attack incidents are at the highest percentage of

32.7%, which is true positive mediated by encrypted files, as shown in Figure 1 as follows.
Reasons to go for incident response

Fig. 1. Incident Response Report by Kaspersky 2021

In Figure 1, it can be seen that the number of incidents caused by suspicious network activity
reaches 17.7%, which is a true positive. The highest is false positive for the incidents of suspicious
network activity, accounting for 41.5%. A study by [7] shows that the number of spoofing attacks has
increased by 12% from 2019 to 2021. As pointed out earlier, ARP spoofing attacks launch multiple
network attacks, potentially resulting in data theft with MITM and Overburdening resources with DoS
[8], [9]. The ARP protocol looks up the device's physical address before allocating a logical address to it
without utilising any security measures to check ARP broadcast messages. This vulnerability would
allow the execution of ARP spoofing-based cyberattacks.

A proper approach must be taken to overcome cyber attacks, so that susceptible digital evidence
is kept secure [10], [11]. Network forensics is one of the techniques to overcome cyberattacks. Network
forensics is a form of activity to collect, record, and analyse network traffic to find the source of the
attack and other variables related to the occurring incident [12], [13]. In addition to gathering attack data
and examining the characteristics of network attacks, network forensics analysis is also used to enhance
network security and as a mitigation attempt [14], [15].

One of the network forensic methods is TAARA, which stands for Trigger, Acquire, Analysis,
Report, and Action. This forensic method is part of the development of the Threat Assessment and
Remediation Analysis Methodology, which aims to identify and assess cyber threats and select effective
countermeasures to mitigate the threats [16]. Cyber attacks that make use of network technologies
require response or mitigation. Some prevalent approaches, such as the forensic process model [17],
[18], which has four steps, i.e., collecting phase, examination phase, analysis phase, and report phase,
are not clearly linked to further activities after the reporting stage.

Another method, the National Institute of Justice (NIJ), consists of five stages: identification,
collection, examination, analysis, and reporting stages [18]. This method is relatively effective in
examining computer forensic cases because the process used is very different from cases involving
network technology. Similarly, there are four stages in the National Institute of Standards and
Technology (NIST) method[19]. Other cyberattacks will probably happen if the network forensics
process ends at the finding-reporting stages. Therefore, a precise network forensic investigation stage
is required to overcome the ARP spoofing cyberattack, which has an impact on other cyberattacks. The
network forensic investigation is carried out to direct investigators in gathering evidence and taking
preventative measures against advanced cyberattacks.

In this study, considering that the impact of a spoofing attack is the basis for starting the next
attack, the TAARA method was used because it requires less scope and time. Therefore, an investigation
was conducted to obtain information regarding the evidence of the assault, the identity of the assailant,
and the victim. This forensic ARP spoofing is also different in terms of the angle of the investigation,
that is, by scanning the Mikrotik router, which produces the Tazmen Sniffer Protocol (TZSP) by
applying the TAARA method.
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2. Materials and Methods

ARP spoofing serves as an initial attack, paving the way for other cyberattack techniques. ARP spoofing
attacks can be carried out using various tools, which determine the identification of cyberattacks. A
previous study by [20] discussed the prevention of vulnerabilities in the ARP protocol using
multiplicative enhancement and additive reduction algorithms in detecting spoofing attacks involving
an Al engine which was used to look for more parameters in the inspection process. The conceptual
framework was to use an Al engine to study traffic by using an algorithm to identify suspicious traffic
indications by verifying the Mac Address. Meanwhile, the semi-static technique [21] applied to defend
against spoofing attacks has the disadvantage of not being able to protect other hosts.

The application of a software-defined network (SDN) that is considered the replacement of a
conventional network that allows global configuration using a controller requires a lot more in-depth
research on attacks that can possibly occur [22]. Many studies have detected ARP spoofing attacks, but
some of the tests have a fundamental problem —not being able to confirm that the device has performed
ARP instructions [23]. Recently, a survey [24] related to techniques for detecting and mitigating ARP
spoofing attacks was also conducted. However, it did not provide a specific assessment or a
recommendation on the best approach to prevent spoofing attacks.

The growth of cybercrime is currently being aided by freely available tools on the internet, and
one type of attack can have many data characteristics. The use of network forensic science is required
to combat various cybercrimes, including ARP spoofing attacks. Collecting evidence is an essential part
of efforts to prove ARP spoofing attacks in the forensic network science approach. Data collection on
the network can use stored logs or traffic capture. A number of previous studies captured network
traffic using the Tazmen Sniffer Protocol [25]-[27]. The captured network traffic data is encapsulated in
the TaZmen Sniffer Protocol (TZSP), which is then de-encapsulated and extracted. Transport layer
information for each packet was acquired by listening to TZSP UDP port 37008.

The TAARA method was used in this study as a guide for carrying out the research, and a
comprehensive discussion is presented in section 4. As seen in Figure 2, the TAARA approach consists
of various stages.

R

Trigger Acquire Analyze

Action

Fig.2. The TAARA Method
The following is a brief description of how the TAARA method steps are interconnected in Fig.2.

1. Trigger is an activity that follows an assault and directs the investigator to start an investigation.
Acquire is the act of acquiring all available information and proof in order to surmise the origin of
an attack incident. In the previous level, a trigger for suspicious behaviour led to the action of
acquiring.

3. Analysis is the process of gathering evidence and information that is already available, correlating
them to raise concerns about the attacks taking place.

4. Reporting is the process of writing a report based on the conclusions of the previous analysis,
recording all activities involved.

5. Action is the stage where recommended suggestions are taken in response to the recommendations
in the previous stage.

The framework of this research consists of eight stages, in which the TAARA method is added, which

ends with validation. The stages of the current research are shown in Figure 3 as follows.
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Fig.3. Research Process Flowchart

In Figure 3, it can be seen that the first step is a literature review to gather information related to

the current research by referring to previous related literature sources. The next stage is to determine

the attack scenario, which is implemented using equipment and materials in the laboratory.

Subsequently, the stages in the TAARA method are implemented for the investigation process, from

Trigger to Action. The last stage is validation, in which a test of the results obtained during the network

forensics process is conducted.

2.1. Requirement Resources

The attack scenario is designed by preparing hardware and software equipment for the attack testing.

Table 1 shows the complete set of requirements.
Table 1. Hardware and Software

No Hardware and Software Desciption
Asus VivoBook Max X441UV laptop with an
1 . attacker computer
Intel® Core™ i3-6006U processor and 12 GB RAM
Asus laptop with Intel® Core™ 17-4770 processors . .
2 Investigator's computer
and 16 GB RAM
3 A computer laboratoy with 27 computers Verified client computer
4 Mikrotik CCR1009-7G-1C-1S+ router
5  US-48 PoE 500w Unifi Network Tools
6  TP-Link Switch
7  Wireshark Tool for analysing network
8  Network Miner traffic
9  Arpspoof
10 KickThemOut Tool for performing ARP
11  Ettercap spoofing attacks
12 Bettercap

2.2. Network Design

This network uses the infrastructure implemented at the Mulia University Laboratory. There are several

network segments, but the testing was focused on the VLAN 15 segment for the attacked domain and

VLAN 99 as a separate domain for Syslog. The topology details are shown in Figure 4 below.

VLAN 15 : 192.168.15.1

VLAN 99 : 192.168.99.1
Internet MAC

: CC-2D-E0-11-7F-17

Router|

GW :192.168.99.1

IP  :192.168.99.24/27

MAC : BO-6E-BF-C5-B4-FE

TRUNK

uUs-48

Investigator

VLAN 99

PC1(E14)

IP  :192.168.15.26/26
GW :192.168.15.1
MAC : D0-17-C2-AA-C9-75

:192.168.15.18/26
GW :192.168.15.1
MAC : DO-17-C2-AA-C9-B3

:192.168.15.23/26
GW :192.168.15.1
MAC : 60-45-CB-AB-BC-E9

VLAN 15

Fig.4. Network Topology
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Figure 4 shows the launch of an ARP spoofing attack on segment VLAN 15 in the red box. There
are 27 active hosts in the VLAN 15 portion of the computer laboratory. Regarding the target and the
gateway address, there are two hosts in this part. Along with identity IP addresses, two active hosts
have the Mac addresses 192.168.15.18 (D0-17-C2-AA-C9-95) and 192.168.15.26. (D0-17-C2-AA-C9-B3).
A sniff is a network traffic sniffing tool used by the router equipment. Because the routers have a directly
connected communication to their segments locally, this scanning approach can represent multiple
topologies as long as there is a router. The Tazmen Sniffer Protocol is used to deliver real-time network
traffic information to the investigators’ computer. Configuration details are shown in Table 2 as follows.

Table 2. The Network Configuration

Device VLAN IP Address Netmask Gateway
Router 15 192.168.15.1 255.255.255.192 -
99 192.168.99.1 255.255.255.224 -
Attacker 15 192.168.15.23 255.255.255.192 192.168.15.1
27 Active 15 192.168.15.2 — 255.255.255.192
Hosts 192.168.15.61 192.168.15.1
Victim 1 15 192.168.15.18 255.255.255.192 192.168.15.1
Victim 2 15 192.168.15.26 255.255.255.192 192.168.15.1
Investigators 99 192.168.99.24 255.255.255.224 192.168.99.1

Table 2 shows the logical address configurations implemented in the laboratory network. The
network infrastructure in it uses a router with firewall logging rules. Rules are built into the firewall to
collect log data, as shown in Figure 5.

ijayanto.idBUniversitas Mulia] > /ip firewall filter
firewall filter> add action=log chain=input in-interface=V15-Lab_Net log-prefix=INPUT

[agu

[aguswijayanto.id@Universitas Mulia] /ip

Fig.5. Firewall Rules
According to the rules set up on the router, the firewall logging rules in Figure 5 will collect
network traffic on VLAN 15 domain. While the log_prefix serves as a log identity marker, the input
chain created aims to capture all network traffic that enters the router port from VLAN 15 interface,
which is directly connected to the local router port. The firewall rule's action is log, which means that it
will be taken out as a log that can be put into the logging rule. The created firewall rules can then be
added to the logging system. By default, system logging also displays rules such as DHCP logs, system
logs, and warning logs. This log is transmitted remotely to the host computer, in this case, the
investigators” computer.
2.3. Attack Simulation
The attack simulation was created using the network topology design shown in Figure 4. The attack
was tested eight times with detailed explanations as follows.

Use many tools sequentially to
simulate an arp spoofing attack

Attack Simulation| Attack Simulation Attack Simulation

Attack Simulation
fand2 5and 6 7and 8
A 4 v

3and4

Perform Attacks using the
Arpspoof tool
One Target

Perform Attacks using the
Kickthemout tool
One Target

Perform Attacks using the
Bettercap tool
One Target

Perform Attacks using the
Ettercap tool
One Target

l

|

|

|

Perform Attacks using the
Arpspoof tool
Two Target

Perform Attacks using the
Kickthemout tool
Two Target

Perform Attacks using the
Bettercap tool
Two Target

Perform Attacks using the
Ettercap tool
Two Target

BN

Fig. 6. Arpspoofing Attack Simulation Flow
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Figure 6 depicts the flow of the attacks in sequence. The first attack simulation begins with one
target using the ARPSpoof tool. The second simulation still employs the ARPspoof tool to target two
hosts simultaneously. The subsequent attack simulation employs Bettercap attack tool, making the total
attack simulations eight times, including the ARP spoofing attack tests.

3. Results and Discussion
3.1. Trigger

The initial phase of the investigation is known as Trigger. A communication failure with the target host
as a result of harm to the ARP table is the initial trigger for the investigation in an ARP spoofing attack.
Figure 7 illustrates one example of a host's ARP table being damaged.

Fig. 7. Example of a host's ARP table being damaged

The damage to the ARP table is depicted in Figure 7 as a result of an attack using ARP spoofing.
Two IP addresses are assigned to a single Mac address. This example of ARP table damage is
representative of seven previous simulations of ARP spoofing assaults as the impact is the same, i.e.,
the damage of the ARP table.
3.2. Acquire
Based on the information obtained from the trigger stage that the ARP table on each target host has been
damaged, the next step is to collect data. Network traffic data was obtained from the scanning, as
described in section 3.2 above. Table 3 below shows the data collected from the investigators’ computer
in the form of eight Packet Capture Files (PCAP). Table 3 shows that eight files were collected, each with
an MD5 Hash value, and information about the number of packets was also gathered. The most critical
aspect of collecting digital evidence is ensuring data integrity. Changes to digital evidence will impact
the evidence's validity or invalidity. As a result, an initial examination is required to obtain a value to
ensure data integrity when gathering digital evidence. To ensure data integrity, network mining tools
are used to determine the value of the MD5 Hash.
3.3. Analysis
Since ARP is stateless, an attacker can easily manipulate it to perform a spoofing attack. Because the
attacker's arp-reply was being verified, the ARP table can be compromised by packets, including the
victim's Mac address and IP address. Catch records from the preceding phase were also analysed, along
with other results indicators. At this stage, multiple protocols emerged from the scanned data; among
them is the Syslog, as seen in Figure 8 below.

P R - - = -

: (,é), : & v v Eb)‘
Figure 8. The Display of Wireshark and Network Miner Traffic
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Table 3. Data Collection Details

File MD5 Hash Screen Recording Packet
‘\
Name Value
Scerkiig Apepiod < Pecsie L goan 149975
PCAP-1 c31552£e97193a67fe6eff941b6d43ce St /0272022063709
End 28/02/2022 06:46:23 Packet
Frames 149975
MD5 3155269719326 Me6efi34 Tb6d4Toe
@
Name Value
hm Scanning Apspodt - Pengusan 2pcap 68639
PCAP-2 17b17d6044210093b0fcacd86fb54828 St 802202073014
End 28/02/2022 07:35:39 Packet
Frames 68639
MDS 1717d604421003 3 Ucacd 8654328
@
Name Value
M“m"‘“w““” 1665131
PCAP-3 1ddde26c242fc5fe0d006dacdcbffc70 Siat 28/02/2022 025301
End 28/02/2022 03:02:43 Packet
Frames 1665131
MD5 1ddde26c24ZcHe0d006dackcbficT0
@
Name Value
hm Kick ThemOut - Pengujian 2pci 177055
PCAP-4 13977450cf96658368b4424dfel4bdec Stat 2/02/2022 05:44:%
End 28/02/2022 0557.33 Packet
Frames 177055
MDS 13977450c1966583624424cfe 1 b dec
@
Name Value
Scanning Ettercap - Pengujian 1pcap 149892
PCAP-5 e7ec098464532702e689211c956e0751 Start 03/03/2022 06:23:48
End 03/03/2022 06:31:53 Packet
Frames 149892
DS e 7ec03B46453270268321 135600751
@
Name Value
Scarwing Eeey - Purcufien Zpow 109337
PCAP-6 179431d6709d857d35948f03c2431b1 St 03/03/2022 06:49.42
End 03/03/2022 06:57:49 Packet
Frames 109337
DS 179431d670948574 359403243 1b 1
“
Name Value
Scarving felterty- P Tpcee 578487
PCAP-7 bca7d692ab7d2a24975405674a68d753 St 02/03/2022 033602
End 02/03/2022 034756 Packet
Frames 578487
MDS bea7d692ab7d2a249754056 742634753
‘\
Name Value
Scanning Bettercap - Pengujian 2 pcap 136143
PCAP-8 93dc96d6514b9ff3fecec974d4ebl 1e2 Start 03/03/2022 024943
End 0302022 025943 Packet
Frames 136143
MDS 9300964651 0 F FececS74ddeb 1 Te2

The findings of the unfiltered network activity using Wireshark are displayed in Figure 8-a, while

the information obtained using the Network Miner program is displayed in Figure 8-b. Subsequently,

the ARP protocol is the primary topic of discussion in the analysis. Under typical conditions, an arp-

request will be broadcast across the entire local network. Then, an arp-reply will be given in response if

the host IP can successfully locate the destination IP, as described in Figure 9.

[T 85 et asam

o Toe Sowxcs Destination Protoce: Length oo
5555 2022 06225 14:35:08,345564556  ASUSTEKC_23:¢9175 Brosdcast ARP 167 who has 192.168.15.17 Tell 192.165.15.18
5535 2022-02-28 14:38:08,345621811  Routerbo_11:7F:17 ASUSTekC_aa:co:75 Are 89 192.168.15.1 is at cc:2d:e@:11:7F:17
S600 2022-02-28 14:38:08,406535114  ASUSTekC_aa:c9: Broadcast AP 167 Who has 192.168.15.182 (ARP Probe)
S665 2022-02-25 14:35:08,611751740  ASUSTekC_aa: Broadcast ARP 107 who has 192.168.15.1? Tell 192.168.15.18
5669 2022-02-25 14:35:08,611850295  Routerbo_11: ASUSTekC_aa:c9:75 AP 89 192.168.15.1 iz at cci2d:e0:11:7F:17
5942 2022-02-28 14:38:09,406323843  ASUSTekC_aa: Broadcast ARP 107 Who has 192.168.15.18? (ARP Probe)
6210 2022-02-25 14:35:10,406239923  ASUSTekC_aa: Broadcast ARP 107 Who has 192.168.15.187 (ARP Probe)
6398 2022-02-28 14:38:11,406186664  ASUSTekC_a Broadcast AR 107 ARP Announcement for 192.168.15.18
7571 2022-02-25 14:38:16,428157997  Routerbo_1. ASUSTekc_aa:c9:75 AP 85 Who has 192.168.15.187 Tell 192.168.15.1
2572 2022-02-28 14:38:16.428287888  ASUSTeke a Routerbo 11:7f:17 ARe 107 392.168.35.38 3= at de:17:c2:as:ce:zs
18875 2022-02-25 14:38:37,394540158  ASUSTekC_a Broadcast ARP 107 Who has 192.168.15.63? Tell 192.168.15.18
18876 2022-02-28 14:38:37,394717367  ASUSTekC_a. Broadcast ARP 107 Who has 192.168.15.12 Tell 192.168.15.18
18877 2022-02-25 14:38:37,394718829  Routerbo_1 ASUSTekc_aa:co:75 AP 59 192.168.15.1 iz at cci2d:e0:11:7F:17
18878 2022-02-28 14:38:37,394773513  ASUSTekC_aa: Broadcast ARP 107 Who has 192.168.15.63? Tell 192.168.15.18
18579 2022-02-28 14:38:37,405441711  ASUSTekC_aa: Broadcast ARP 167 Who has 192.168.15.2? Tell 192.168.15.18
18850 2022-02-28 14:38:37,420982065  ASUSTekC_sa: Broadcast AP 1067 Who has 192.168.15.3? Tell 192.168.15.18

Fig. 9. ARP Protocol Normal Circumstances

As seen in Figure 8, Victim PC 1 with Address D0-17-C2-AA-C9-75 broadcasts frames 5533 of its
arp-request message, asking for ownership of IP address 192.168.15.1. In packet 5535, the router
identified by MAC address CC-2D-E(0-11-7F-17 responds to an arp-request by providing the
information that its IP address is 192.168.15.1. Frames 5600, 5942, and 6210 all show Addresses D0-17-
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C2-AA-C9-75 (Victim 1), broadcasting ARP Probe information seeking IP address 192.168.15.18. The
existence of the Address 192.168.15.18 is verified through an ARP query.

Then, the respondent will emphasize that the IP address corresponding to MAC address D0-17-
C2-AA-C9-75i5192.168.15.18, as described in frame 6398. The routers and Target PC 1 have established
the IP address-MAC address mapping in frames 7571 and 7572. Table 4 displays in the first place where
time is utilised as a mapping key for arp-request and arp-reply messages.

Table 4. ARP Message Mapping

Time Source Destination Description
28/02/2022 14:38:08  d0:17:c2:aa:c9:75  00:00:00:00:00:00 Arp-request
28/02/2022 14:38:08  cc:2d:e0:11:7f:17  d0:17:c2:aa:c9:75 Arp-reply
28/02/2022 14:38:16  cc:2d:e0:11:7£:17  d0:17:c2:aa:c9:75 Arp-request
28/02/2022 14:38:16  d0:17:c2:aa:c9:75  cc:2d:e0:11:7£:17 Arp-reply

In table 4, the arp-reply message carries information in the form of IP ownership, in which IP
information has been recorded to the MAC address of the device. When an ARP spoofing attack occurs,
the attacker will try to poison the arp table by giving a message in the form of an arp-reply. The victim's
IP address is shown in Figure 10 below.

o, Time Source Destraton Progoco Length __inio
127439 2022-02-28 14:43:29,772026651  ASUSTek(_ab:bc:ed Routerbo_11:71:17 ARP 187 192.168.15.18 is at 68:45:cbiabibc:ed —

) 2022-9; $ 67 1 5.24 192 39 P 1 tination ) Port ]
ASUSTekC_ab:bc:ed Routerbo_11:7 18 is at 66:45:chiabibc:ed
C_sb:bc:ed Routerbo_11:7f:17 18 is ch:ab:bc:ed

127530 2022-02-28 1

STekC_ab:bc:ed Router 7 92, 1 18 is :45:cbrabibcied
STekC_sb:bc:ed
C_ab:bc:e9d
, 772734425 ASUSTek(_sb:bc:ed
,452353607  ASUSTek(_sb:bcied = t .2
,773194067  ASUSTekC_ab:bc:ed 0_11:77:17 2 107 192.168.15.1
452612566  ASUSTek(_sb:bc:ed 7 167 192.168.15
2773496924 ASUSTekC_ab:bc:ed -] 7 2.168.15.18 is at & cb:ab:bc:ed
A53082758  ASUSTekC_ab:bc:ed ou 7 192 15 i3 & cb:ab:bc:ed
128117 2022 s 3987942 ASUSTek(_sbibc:ed outerbo_11:7f:17 2,168.15.18 i 60:45: chiabibeied

15.18 is at 66: cb:ab:bc:ed

128176 2022-02-28 1 39216 ek(_abibc:ed '
.15.18 is at 6@:45:cbiabibc:ed

128174 2022-02-28 14:4. 1 ASUSTekC sb:ibc:ed uterbo_11:7f:17 ARP

Frame 127439: 107 bytes on wire (856 bits), 187 bytes captured (856 bits) on interface enpisd, id @
Ethernet II, Src: Routerbo_11:7f:17 (cc:2d:e@:11:7:17), Dst: ASUSTekC_c5:84:fe (bO:6e:bf:c5:84:fe)
Internet Protocol Version 4, Src: 192.168.99.1, Dst: 192.168.99.24

User Datagram Protocol, Src Port: 37726, Dst Port: 37008

TZSP: Ethernet

Ethernet IT, Src: ASUSTekC abibc:ed (68:45:cb:abibcied), Dst: Routerbo 11:7f:17 (cc:2d:e@:11:7f:17)
Address Resolytion Protocol (reply)
Iv [Ouplicate IP address detected for 192.168.15.18 (60:45:cbiabibcie9) - also in use by d@:17:c2:08:c9:75 (frame 126877)] I
Ee ng earlier f 1P address:

T TN T Y N TR T

Fig. 10. The Display of Network Traffic During ARP spoofing Attempts
In figure 8, the attacker with MAC Address 60-45-CB-AB-BC-E9 sends an arp-reply message,
informing that IP 192.168.15.18 is the attacker's IP. It is different from the first finding in Figure 10, in
which IP Address 192.168.15.18 has MAC Address D0-17-C2-AA-C9-75. A filter is then performed to
display a statistical I/O graph, as shown in Figure 11 below.

(a) (b)
Fig. 11. 1/O Graphs

In Figure 9, I/O Graph can display a graph based on a customised filter. There are three filter rules to
show I/O graph comparisons of ARP duplicate detection, the attacker’'s MAC, and the victim’s MAC.
The red colour indicates the filter result of the similarly detected ARP; the blue colour indicates the filter
of the attacker's MAC address; while the green colour indicates the filter of the victim MAC address.

The red and blue parts of A relatively have the same I/O Graph. They are more explicit when the
blue filter is unchecked, as seen in area B. Section B shows the red color, which has the same Graph I/O
as the blue one shown in section A. This fact indicates that network traffic with the ARP filter duplicates
the network address that found the traffic owned by the attacker. However, it is found that the victim’s
network traffic is marked in green, which indicates that there is no finding through the arp duplicate
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filter. It is essential to note that the final analysis on attack testing using KickThemOut is slightly
different from the findings obtained, as shown in Figure 12.

i [orp.dup ted 8& orp.dupicate-addre BE )+

Ho. Time Source Destination Frotoco_Lengt_nfo

620970 2022-02-28 10:59:38,520249 ASUSTekC_ab:bc:e9 Routerbo_11:7f:17 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
666874 2022-02-28 10:59:48,625570 ASUSTekC_ab:bc:e9 Routerbo_11: ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
684602 2022-02-28 10:59:58,720323 ASUSTekC_ab s Routerbo_11 ARP | 187 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
689311 2022-02-28 11:00:08,804435 ASUSTekC_ab Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
694300 2022-02-28 11:00:18,900142 ASUSTekC_ab Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
759319 2022-02-28 11:00:28,980277 ASUSTekC_ab Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
840169 2022-02-28 11:00:39,047015 ASUSTekC_ab Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
911100 2022-02-28 11:00:49,116336 ASUSTekC_ab Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1013604 2022-02-28 11:00:59,216426 ASUSTekC_ab Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1115210 2022-02-28 11:01:09,296582 ASUSTekC_ab:bc: Routerbo_11 ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1204956 2022-02-28 11:01:19,372133 ASUSTekC_ab:bc:e9 Routerbo_11: ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1307541 2022-02-28 11:01:29,464486 ASUSTekC_ab:bc:e9 Routerbo_11: ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1382760 2022-02-28 11:01:39,557018 ASUSTekC_ab:bc:e9 Routerbo_11: ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1443340 2022-02-28 11:01:49,645118 ASUSTekC_ab:bc:e9 Routerbo_11: ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)
1452564 2022-02-28 11:01:59,740168 ASUSTekC_ab:bc:e9 Routerbo_11: ARP | 107 Gratuitous ARP for 192.168.15.1 (Reply) (duplicate use of 192.168.15.1 detected!)

F-Address Resolution Protocol (reply/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
[Is gratuitous: True]
Sender MAC address: ASUSTekC_ab:bc:e9 (6@:45:cb:ab:bc:e9)
Sender IP address: 192.168.15.1
Target MAC address: Routerbo_11:7f:17 (cc:2d:e@:11:7f:17)
Target IP address: 192.168.15.1
l [Duplicate IP address detected for 192.168.15.1 (68:45:cb:ab:bc:e9) - also in use by cc:2d:e@:11:7f:17 (frame 611249)]

[Seconds since earlier frame seen: 2]

Fig. 12. Display of Network Traffic During a spoofing Attack Utilising The KickThemOut Tool
In Figure 10, it can be seen that the attack scheme is carried out the same as before, that is by sending
an arp-reply packet. The information obtained using the duplicate ARP filter is an arp-reply in the form
of a Gratuitous ARP to the router. Attacks done using KickThemOut do not precisely specify which
victims were attacked, but they can still be identified through thorough identification involving other
protocols, as described in Figure 13.

Frame 145984: 417 bytes on wire (3336 bits), 417 bytes captured (3336 bits) on interface enpdse, id @
> Ethernet II, Src: Routerbo_11:7f:17 (cc:2d:e@:11:7f:17), Dst: ASUSTekC_c5:84:fe (b@:6e:bf:c5:84:fe)
> Internet Protocol Version 4, Src: 192.168.99.1, Dst: 192.168.99.24

User Datagram Protocol, Src Port: 39243, Dst Port: 37008
> TZSP: Ethernet
> Ethernet II, Src: ASUSTekC ab:bc:e9 (6@:45:cb:ab:bc:e9), Dst: Routerbo_11:7f:17 (cc:2d:e@:11:7f:17)
> Internet Protocol Version 4, Src: 192.168.15.23, Dst: 192.168.15.1

v Internet Control Message Protocol
Type: 5 (Redirect)
Code: 1 (Redirect for host)
Checksum: @xcbed [correct]
[Checksum Status: Good]
Gateway Address: 192.168.15.18
Internet Protocol Version 4, Src: 192.168.15.1, Dst: 192.168.15.18
User Datagram Protocol, Src Port: 67, Dst Port: 68

Fig. 13. Redirect Packet

Figure 13 above shows the existence of a packet redirect or packet transfer as a result of the attack
carried out. First, it indicates that a spoofing attack has been carried out, causing a diversion of network
communications. Second, the search focus is not only on the ARP protocol, but is also expanded to
include the ICMP protocol to obtain attack evidence. Third, this spoofing attack shows that the
communication between the router 192.168.15.1 to the victim's computer 192.168.15.18 results in packet
diversion from the attacker's computer 192.168.15.23.
3.4. Report
At this stage, the report provides a summary of all the actions carried out in the previous steps. The
report stage provides information about the incident, including the identity of the attacker and the
victim. At this stage, the report is prepared meticulously in detail, attempting to describe the
information in a table, including the details of the attack's timing.
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Table 5. The Report Evidence of the Attacks

Times of Frame .
icti - T £ F
No Attacker Victims Attacks Number No Attacker Victim l.l\rtrt\:cskc; NJ?:[;Z.—
28/02/2022
1 1921681523 1921681518 . .4, 127439 5 1921681523  192.168.15.18 2?1(3:/122022 78204
28/02/2022
192.168.15.18 [ oo 45034 192.168.15.1g °03/03/2022 .o
14:54:34
2 192.168.15.23
28/02/2003 6  192.168.15.23
192.168.15.26 45301 03/03/2022
15:33:25 192.168.15.26 14:54:34 58080
02/03/2022 28/02/2022
3 1921681523 1921681518 . ,c.ca 537266 7 1921681523 192.168.15.18 1?{81./400 1382667
03/03/2022
192.168.15.18 " 55489 192.168.15.18 12(22/227022 145984
4 192.168.15.23 8 192.168.15.23 o
03/03/2022 R
1921681526 1 cpq5 29490 192.168.15.26 ig/ ;)j/422022 147202

The ARP spoofing attack details, including time, attacker, and targets, are summarised in Table 6. A

summary of the evidence data can be seen in Figure 14.
VIFrame 127439:'1@7 bytes on wire (856 bits), 107 bytes captured (856 bits)

Encapsulation type: Ethernet (1)

IAN‘ival Time: Feb 28, 2022 14:43:29.772@26688'!”131334' Peninsula Standard Time
[Time shift for this packet: ©.000000080 seconds]
Epoch Time: 1646030609.772026000 seconds
[Time delta from previous captured frame: 8.188938880 seconds]
[Time delta from previous displayed frame: ©.080008000 seconds]
[Time since reference or first frame: 380.214641008 seconds]
Frame Number: 127439
Frame Length: 167 bytes (856 bits)
Capture Length: 107 bytes (856 bits)
[Frame is marked: False]

[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:tzsp:eth:ethertype:arp]
[Coloring Rule Name: ARP]
[Coloring Rule String: arp]
Ethernet II, Src: Routerbo 11:7f:17 (cc:2d:e@:11:7f:17), Dst: ASUSTekC_c5:84:fe (b@:6e:bf:c5:84:fe)
Internet Protocol Version 4, Src: 192.168.99.1, Dst: 192.168.99.24
User Datagram Protocol, Src Port: 37726, Dst Port: 37088
TZSP: Ethernet
Ethernet IT, Src: ASUSTekC_ab:bc:e9 (68:45:cb:ab:bc:e9), Dst: Routerbo_11:7f:17 (cc:2d:e@:11:7f:17)
Address Resolution Protocol (reply)

[Duplicate IP address detected fDr|192.168.15.18 (6@:45:cb:ab:bc:e9) - also in use by d9:17:(2:aa:c9:75|(frame 126877)]

@ 7 scanning Arpspocf - Pengujian Lpcap Packets: 143375 - Displayed: 138 (0.1%)

K v v v v v

Fig. 14. PCAP-1 file contains ARP spoofing attack evidence.

Figure 14 outlines the information presented in table 5, number 1 of this study. Evidence-related
information can be discovered in Frame 127439, along with time-related information. This frame shows
that there was a duplication of IP addresses. The attacker's MAC Address, 60:45:cb:ab:bc:e9, uses the IP
address 192.168.15.18, which has already been used by MAC Address d0:17:c2:aa:c7:75, per instructions
from frame 126877. In this paper, we have demonstrated the detailed attack information in Table 5.
3.5. Action
Suggestions for actions to be carried out are included in the report produced. The actions to halt ARP
spoofing attacks and prevent any other sophisticated attacks are in accordance with the findings of the
ARP spoofing investigation using the TAARA approach. Isolating the attacker's 60:45:cb:ab:bc:e9 MAC
address is a step to stop ongoing attacks because, according to the report's findings, information on the
attacker's identification address was discovered.

3.6. Validation
Verifying the authenticity, accuracy, and credibility of the findings of the forensic analysis is an essential
step, so that they can be used as acceptable evidence in court. In addition, it is necessary to confirm that
the findings can account for data integrity. Findings from forensic investigations can be used as digital
evidence if, as [28] claimed, they can be verified independently.

The attack tests using all four tools are validated on a repeatable basis by utilising the Wireshark
analysis tool. The PCAP file obtained was then inspected by both the network miner and Wireshark.
Network miner data shows no signs of an impending attack.
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Table 6. Repeatability validation results

Wireshark
Evidence ARP Spoof KickThemOut Ettercap Bettercap

PCAP-1 PCAP-2 PCAP-3 PCAP-4 PCAP-5 PCAP-6 PCAP-7 PCAP-8
Frames 149975 68639 1665131 177055 149892 109337 578487 136143
Attacker’s IP obtained obtained obtained obtained obtained obtained obtained obtained
Attacker’'s MAC obtained obtained obtained obtained obtained obtained obtained obtained
Victims” MAC obtained obtained obtained obtained obtained obtained obtained obtained
Victims” IPs obtained obtained obtained obtained obtained obtained obtained Obtained
Timestamp obtained obtained obtained obtained obtained obtained obtained Obtained
Syslog obtained obtained obtained obtained obtained obtained obtained Obtained

Network Miner
Evidence ARP Spoof KickThemOut Ettercap Bettercap

PCAP-1 PCAP-2 PCAP-3 PCAP-4 PCAP-5 PCAP-6 PCAP-7 PCAP-8
Frames 149975 68639 1665131 177055 149892 109337 578487 136143
Attacker’s IP not found not found not found not found not found not found not found not found
Attacker’'s MAC not found not found not found not found not found not found not found not found
Victims” MAC not found not found not found not found not found not found not found not found
Victims” IPs not found not found not found not found not found not found not found not found
Timestamp not found not found not found not found not found not found not found not found
Syslog obtained obtained obtained obtained obtained obtained obtained Obtained

Table 6 illustrates the results of repeated tests of Wireshark's performance in detecting ARP spoofing

attacks against the TZSP protocol's implementation.

The length of time spent to validate an experiment distinguishes a repeatability test from a

reproducibility test. A reproducibility test is conducted using the same materials and methods across

an extended time frame. Meanwhile, the repeatability of the tools employed has been verified in the

preceding phase.
Table 7. The Results of reproducibility validation
Wireshark
Evidence ARP Spoof KickThemOut Ettercap Bettercap

PCAP-1 PCAP-2 PCAP-3 PCAP-4 PCAP-5 PCAP-6 PCAP-7 PCAP-8
Frames 149975 68639 1665131 177055 149892 109337 578487 136143
IP Attacker obtained Obtained obtained obtained obtained obtained obtained obtained
Mac Attacker obtained Obtained obtained obtained obtained obtained obtained obtained
MAC Victim obtained Obtained obtained obtained obtained obtained obtained obtained
IP Victim obtained Obtained obtained obtained obtained obtained obtained obtained
Timestamp obtained Obtained obtained obtained obtained obtained obtained obtained
Syslog obtained Obtained obtained obtained obtained obtained obtained obtained

Network Miner
Evidence ARP Spoof KickThemOut Ettercap Bettercap

PCAP-1 PCAP-2 PCAP-3 PCAP-4 PCAP-5 PCAP-6 PCAP-7 PCAP-8
Frames 149975 68639 1665131 177055 149892 109337 578487 136143
IP Attacker not found not found not found not found not found not found not found not found
Mac Attacker not found not found not found not found not found not found not found not found
MAC Victim not found not found not found not found not found not found not found not found
IP Victim not found not found not found not found not found not found not found not found
Timestamp not found not found not found not found not found not found not found not found
Syslog obtained Obtained obtained obtained obtained obtained obtained Obtained
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Table 7 presents the repeatability validation with the same findings, indicating that evidence of
an attack can be reported using the Wireshark forensic tool. However, network miners cannot obtain
the entire TZSP protocol details.

4. Conclusion

Investigating network forensics by applying the TAARA method can help investigators to obtain
evidence of systematic ARP spoofing attacks. A series of test attacks on real network infrastructure was
carried out using spoofing attacks with four command-based and GUI-based tools. However, different
attack characteristics were obtained when using the KickThemOut tool. The search for evidence requires
more effort by involving the ICMP protocol to acquire information. In addition, the scan results
performed using a router that sends all packets, including the TZSP protocol, can be analysed
thoroughly using the Wireshark tool, but not the network miner tool. The attack evidence was apparent
as we obtained the attacker's MAC and IP addresses as well as the time and date of the attacks, which
were all easily deciphered using Wireshark forensic tools. The network forensic investigations revealed
that the attack was launched eight times, and this was noted as evidence in the investigation report.
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